ABSTRACT In this paper, we investigate the physical layer security of land mobile satellite (LMS) communication networks, where the multiple legitimate users and eavesdroppers are considered in the system. In order to obtain the best system performance, we propose the cooperating scheme for legitimate users to receive the main signal. Besides, we design two representative eavesdropping scenes for the eavesdroppers, namely, Scene I, colluding scene: the eavesdroppers cooperate with each other and wiretap the information of the main channel together, and the Scene II, non-colluding scene which is the best eavesdropping scene, namely, the most harmful eavesdropper will be selected to overhear the information channel. Furthermore, we obtain the closed-form expressions for the non-zero probability of secrecy capacity, the secrecy outage probability (SOP), and average secrecy capacity (ASC) based on the proposed user cooperation scheme in the presence of two eavesdropping scenes. In order to obtain more insights at the high signal-to-noise-ratios, the asymptotic expressions for the SOP and ASC are also derived under two scenes, from which we can derive the effect of different parameters on the system performance conveniently. Finally, some representative Monte Carlo simulation results are provided to verify the correctness of the obtained analytical results.
secure transmission of wireless communications using an information-theoretic point [8] . PLS has initially been proposed by Wyner [9] , which exploits the characteristics of fading channels between the user and eavesdropper to improve the secrecy performance. Tolossa et al. [10] investigated the secrecy-rate characteristics of multitier downlink heterogeneous networks under generalized fading model for two types scenarios.
As mentioned before, due to the natural characters of the LMS communication networks, secrecy problem is an important issue in the LMS communication networks. An et al. [11] studied the secrecy outage probability (SOP) of the LMS communications, especially the asymptotic expressions of the SOP at the high signal-to-noise-ratios (SNRs) were derived. An et al. [12] obtained the closed-form expression for the average secrecy capacity (ASC) of the LMS communication networks. An et al. [13] summarized the former papers and analyzed the secrecy performance for the LMS communication networks with one user and one eavesdropper, particularly, the authors derived the closed-form expressions for the SOP and ASC, respectively.
To its regret, the former authors just considered one legitimate user and one eavesdropper scene for LMS communication networks. The ability of satellite is becoming more and more powerful, so there are often multiple users or eavesdroppers existing in one satellite beam. In [14] and [15] , the authors have announced that multiple users scene is a popular case in the LMS communication networks. Guo et al. [16] derived the closed-form and asymptotic expressions for the SOP of LMS communication networks with one legitimate user and multiple eavesdroppers. Especially, the colluding scheme is used among the eavesdroppers, which leads to better secrecy performance. Besides, Guo et al. [17] obtained the closed-form expressions of the SOP and ASC for the LMS communication networks with multiple legitimate users and one eavesdropper for LMS communication networks, particularly, maximum user scheduling scheme is used in the legitimate users. Through this scheme, the secrecy performance is enhanced. Guo et al. [18] proposed a new joint relay and user scheduling scheme in the hybrid satellite terrestrial network and obtained the closed-form and asymptotic expressions for ASC of the considered network. Kolawole et al. [19] and Vuppala et al. [20] analyzed the performance and optimization problems for the cognitive satellite-terrestrial networks. Bankey et al. [21] , [22] investigated the physical layer security for the multiuser hybrid satellite-terrestrial relay networks. Particularly, the authors derived the closed-form and asymptotic expressions for SOP of the considered networks. In the system, the satellite transmits the signal with the help of a terrestrial relay, however the authors did not consider multiple legitimate users and eavesdroppers in LMS communication networks without a terrestrial relay.
Until now, as the authors know that there are few published papers analyzing the secrecy performance for the case that multiple users and multiple eavesdroppers both existed in LMS communication networks. Especially both colluding scheme and non-colluding scheme are considered for the considered scene, which is the motivation of our paper. The contributions of our paper are summarized as follows:
• Firstly, we designed a practical secrecy model for the LMS communication networks with multiple legitimate users and multiple eavesdroppers, which is the extension of the previous papers [16] and [17] .
• Secondly, two eavesdropping schemes are considered in the system, namely, colluding scheme and non-colluding scheme.
• Thirdly, the closed-form expressions for the NZPSC, SOP and ASC of the considered system are both derived, which provide efficient ways to evaluate the key parameters on the secrecy system performance.
• Finally, in order to obtain more insights of the system parameters on the secrecy performance at high SNRs, the asymptotic analysis is also given. The rest of this paper is organized as follows. The system illustration is given in Section II. In Section III, the secrecy system performance is provided, which presents the exact closed-form expressions for the NZPSC, SOP and ASC of the considered LMS communication networks. In section IV, the asymptotic expressions for the SOP and ASC are obtained. Section V shows the Monte Carlo (MC) simulation results, which validate the theoretical analysis. Finally, in Section VI, an elaborate summary of the paper is given.
Notations: Bold uppercase letters denote matrices and bold lowercase letters denote vectors, |·| the absolute value of a complex scalar; exp (·) is the exponential function, E [·] the expectation operator, CN (a, b) the complex Gaussian distribution of a random coefficient a and covariance b.
II. SYSTEM MODEL AND PROBLEM FORMULATION
As illustrated in Figure 1 , in this paper, we consider a general secrecy LMS communication network, which consists of multiple legitimate users and multiple eavesdroppers. In the secrecy LMS system model, the satellite (Alice), i.e, S communicates with the N legitimate users (Bobs) in the presence of multiple eavesdroppers (Eves). As presented before, there are M eavesdroppers around the legitimate users as a result of the wide satellite beam coverage. In the system, we assume that each node is equipped with a single antenna, respectively. 1 Alice sends its signal s (t) satisfying E |s (t)| 2 = 1 to the i-th Bob, the signal received at the i-th Bob is given by
where P S is the transmitted power of the Alice, h SB i is the channel coefficient between the Alice and the i-th Bob which obeys the shadowed-Rician (SR) fading channel [14] . n SB i (t) denotes the additive white Gaussian noise (AWGN) at the i-th Bob with n SB i (t) ∼ CN 0, δ 2
SB i
. From (1), we can easily derive the signal-to-noise-ratio (SNR) between the Alice and the i-th Bob as
1 We should note that, in order to simplify the analysis, we assume that all nodes are equipped with a single antenna in this paper. However, the following analysis is still fit for the case that all nodes are equipped with multiple antennas. It is very interesting for us to investigate the case that the satellite is equipped with multiple antennas in our future work. Nevertheless, our presented results will serve as a benchmark of the secrecy system performance and provide useful guidelines for the secrecy LMS communication systems.
As colluding scheme 2 is used by Bobs, hence the final SNR at Bobs is obtained as
As mentioned before, due to the wide coverage of the satellite beam, the Eve could wiretap the information from the satellite, hence the received signal at the j-Eve is given by
where h SE j is the channel coefficient between the Alice and the j-th Eve which obeys the SR fading channel. n SE j (t) denotes the AWGN at the j-th Eve with n SE j (t) ∼ CN 0, δ 2 SE j . From (4), the SNR of the j-th Eve is obtained as
In this paper, two eavesdropping scene, i.e, the colluding Scene I and the non-colluding Scene II, are, respectively, considered. In Scene I, all eavesdroppers cooperate with each other and overhear the information, hence the SNR of the Eve's link is derived as
In Scene II, the eavesdroppers with the largest SNR is selected, so the SNR of the Eve's link is given by
According to the definition of secrecy capacity, it is given by the difference between the capacity of the main channel and the wiretap channel. With the help of (3), (6) and (7), the secrecy capacity for the system can be obtained as
where the notation [x] + represents max {0, x}, and C SB and C SE are the channel capacities of the main and the wiretap link, which are defined as C SB = log 2 (1 + γ SB ) and C SE = log 2 (1 + γ SE ), respectively. 3
III. PERFORMANCE ANALYSIS A. PRIMARY RESULTS
Before deriving the closed-form expression of the secrecy performance, the probability density function (PDF) and the cumulative distribution function (CDF) of γ SB and γ SE should be given first.
The channel coefficient f SL ξ , L ∈ {B, E} , ξ ∈ {i, j} between the terrestrial user (TU, Legitimate users and eavesdroppers are both considered.) and the on-board beam for downlink is given by
where h SL ξ represents the random SR coefficient of satellite channel, and C SL ξ denotes the radio propagation loss including the effects of free space loss (FSL) and the antenna pattern, which is described as
where λ denotes the carrier wavelength, d is the distance between the terrestrial users and the center of the satellite beam, and d 0 ≈ 35786km is the height of a GEO satellite. Besides, G TU is the antenna gain of the TU and G SL ξ is the satellite on-board beam gain. According to [23] , the antenna gain for the TU with parabolic antenna can be approximately expressed as
where G max is the maximum beam gain at the boresight, and β denotes the off-boresight angle. As for G SL ξ , by defining θ k as the angle between the TU position and the beam center with respect to the satellite, and θ k as the 3dB angle of the on-board beam, the antenna gain from the satellite beam to the TU is approximated by [24] 
where G max denotes the maximal beam gain, u k = 2.07123 sin θ k / sin θ k , J 1 and J 3 denote the first-kind bessel function of order 1 and 3, respectively. In order to obtain the best system performance, hence [16] and [17] as a special case, where only one Bob and one eavesdropper is assumed, respectively.
where 1 F 1 (a; b; x) denotes the confluent hypergeometric function defined in [26] .γ SL ξ is the average SNR between the Alice and the ξ -th user, α = 2bm 2bm+ m /2b, β = 1 2b , δ = 2b(2bm+ ) with , 2b and m ≥ 0 being the average power of the LOS component, the average power of the multipath component, and the fading severity parameter ranging from 0 to ∞, respectively. By considering m being integer, the PDF of γ SL ξ is given by
where = β−δ γ SL ξ and (·) k is the Pochhammer symbol [26] . Hence, with the help of [25] , the CDF of γ SL ξ is given by
From [25] and with the help of (3) and (6), the PDF and CDF for γ SL of Scene I can be, respectively, derived as
where
From [17] and with the help of (7), the PDF and CDF for γ SE of Scene II can be, respectively, obtained as
and SE is given as (19) , which is shown at the top of next page. In (19) , a i is given by
B. THE NON-ZERO PROBABILITY OF SECRECY CAPACITY
The non-zero probability of secrecy capacity is the probability that the secrecy capacity C S remains higher than 0, which is defined as
Lemma 1: The NZPSC of the considered system for Scene I is given by
The NZPSC of the considered system for Scene II is derived as
Proof: See Appendix A.
C. SECRECY OUTAGE PROBABILITY
SOP is the likelihood of achieving a non-negative target secrecy rate C 0 . It is declared when the instantaneous capacity C S drops below a target rate, which is defined as
where C 0 = log 2 (1 + γ 0 ), γ 0 is the predefined threshold of the secrecy system. Lemma 2: The SOP of the considered system for Scene I is given by (25) , which is given at the top of next page.
The SOP of the considered system for Scene II is derived as (26) , which is shown at the top of next page.
Proof: See Appendix B.
D. AVERAGE SECRECY CAPACITY
By recalling the definition of the achieved secrecy rate given in (8), we can obtain
From [27] , in order to evaluate the above integrals, we first evaluate the inner integral by applying integration by parts, and after applying some algebraic manipulations, the ASC can be represented as follows:
Now, the closed-form expression for (28) can be derived in Lemma 3.
Lemma 3: The ASC of the considered system for Scene I is given as (29), which is shown at the top of next page. In (29),
The ASC of the considered system for Scene II is derived as
Proof: See Appendix C.
IV. THE ASYMPTOTIC ANALYSIS
In what follows, to evaluate the impacts of key system parameters on the SOP and ASC in depth, we also look into the SOP and average secrecy capacity at high SNRs. The detailed analysis for the asymptotic SOP and ASC are obtained in the following, respectively.
A. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
We now derive the asymptotic SOP expression when γ SB → ∞. This expression allows us to examine the secrecy performance conveniently in the high SNRs regime via two parameters, namely the secrecy diversity order and the secrecy array gain. When γ SB → ∞, the expression for (16b) with SL = SB is given by
Lemma 4: Then utilizing (31), (16a) with SL = SE and (24), for Scene I, it can be rewritten as
Then utilizing (31), (17a) and (24) , for Scene II, it can be given by
Proof: The desired result can be obtained by replacing (16a) (SL = SE) with (17a), and following the similar procedure in Appendix C.
From (32) and (33), we extract the secrecy diversity order and secrecy array gain. In doing so, (32) can be rewritten as
where G d 1 = N is the secrecy diversity order and the secrecy array gain is given by
With the similar method, (33) can also be re-expressed as
where G d 2 = N is the secrecy diversity order and the array gain is derived as
Remark 2: From G d 1 and G d 2 , we know that the secrecy diversity order is N , which is the only function of the legitimate users' number. Although the number of eavesdroppers does not affect the secrecy diversity order, it will degrade the secrecy array gain.

B. ASYMPTOTIC AVERAGE SECRECY CAPACITY
We proceed to obtain the asymptotic ASC to examine the maximum average achievable secrecy rate in the high SNR regime. To do this, we assume that the average SNR of the main channel is sufficiently high, i.e., γ SB → ∞. 4 We maintain the consideration of arbitrary values of the average SNR of the eavesdropping's channel. In order to gain deep insights, we provide two novel metrics to characterize the asymptotic ASC, namely, the high SNR slope and the high SNR power offset. To get into the detail analysis of the asymptotic ASC, we should rewrite the CDF of γ SE for Scene I and Scene II, respectively, as
Lemma 5: The ASC of the considered system in the high SNR regime for Scene I is derived as
The ASC of the considered system in the high SNR regime for Scene II is obtained as
where ψ (·) is the digamma function [26, eq. 8.36 ].
Proof: Please see Appendix D. To gain further insights, we evaluate the high SNR slope and the high SNR power offset, as two important system parameters determining the ASC in the high SNR regime. To facilitate the asymptotic analysis, we use the following general form to express the average secrecy capacity as
where S ∞ is the high SNR slope in bit/s/Hz and L ∞ is the high SNR power offset in 3dB units. Firstly, we obtain
By substituting (40) for two scenes into (45), we can easily obtain
From (46), we conclude that the number of legitimate users and Eavesdroppers have no impacts on the high SNR slope.
Secondly, we can rewrite the high SNR power offset L ∞ as
It should be noted that (47) definitely characterizes the effect of the main channel and the eavesdropper's channel on the ASC. Hence, by substituting (40) into (47), we can obtain
where 
V. NUMERICAL RESULTS
In this section, we provide numerical Monte Carlo (MC) simulation results to verify the correctness of our theoretical results. Without loss of generality, we assume δ 2 
FIGURE 2.
The non-zero probability of secrecy capacity of the system versus different γ with N = M = 3 for FHS scenario. Figure 2 shows the NZPSC of the system versus different γ with N = M = 3 for FHS scenario. In this simulation, we setγ SE = 5dB, 10dB, respectively. It is obviously that the obtained analytical results are tight across with the MC simulation ones versus the whole SNR, which verifies the correctness of the analytical results. It can also be found that the NZPSC withγ SE = 5dB is larger than that with γ SE = 10dB for the reason of more eavesdropping power is used. Besides, the performance of Scene I is worse than that of Scene II which shows the disadvantage of Scene I for the considered system. Figure 3 illustrates the SOP of the system versus different channel fading withγ SE = 5dB. It can be seen that the derived analytical results also match well with the MC simulation ones, while the asymptotic curves are in good agreement with the exact plots in high SNR regime, implying that the obtained theoretical results can accurately evaluate the SOP performance. Compared Figure 3 it is obviously that the number of eavesdroppers does not affect the secrecy diversity order, it just influence the secrecy array gain. From the Figure 3(c) , the secrecy diversity is only judged by the number of legitimate users. When N is larger, the diversity is larger, which has been proved in (34) and (36). Finally, the SOP will be larger when the channel is suffering heavy fading. Figure 4 depicts the ASC of the system versus different N and M with γ SE = 5dB for FHS scenario. We find that the ASC for Scene I is smaller than that of Scene II, which can be explained by the fact that Scene I is the worst condition for the system, i.e, all the eavesdroppers cooperate with each other to overhear the confidential information, so the ASC is larger. From Figure 4 , we can also find that when N is larger, the ASC is larger. When M is larger, the ASC is smaller, for the reason that in (8) , when N is larger or M is smaller, C S will be larger. Finally, we can find that the high SNR slope of the system is the same, no matter how N and M changes.
VI. CONCLUSIONS
In this paper, we investigated the secrecy performance of land mobile satellite communication networks, where multiple legitimate users and eavesdroppers are considered in the system. Particularly, we analyzed two eavesdroppers cooperation scenes. On the foundation of these scenes, we obtained the closed-form expressions of the non-zero probability of secrecy capacity, the secrecy outage probability and average secrecy capacity. In order to gain more insights at high SNRs, the asymptotic expressions are also derived, which implied the performance of Scene I is worse than that of Scene II. Moreover, we found that the secrecy diversity order is just decided by the number of the legitimate users. The high SNR slope of the average secrecy capacity is fixed. We found that the improvement in channel fading and the number of legitimate users would enhance the system performance, while the increase of the eavesdroppers' number and SNR would degrade the system performance.
APPENDIX A PROOF OF LEMMA 1
Again from (21) , (21) can be rewritten as
Then for Scene I, by using (16b) with SL = SE and (16a) with SL = SB into (50), after some calculating steps, the final expression can be derived as (22) .
Next, for Scene II, with the help of [26] , and inserting (17b) and (16a) with SL = SB into (50), after some simplifications, the expression for Pr (C S > 0) can be obtained as (23) .
The proof is completed.
APPENDIX B PROOF OF LEMMA 2
(24) can be re-expressed as
Then for Scene I, by substituting (16b) with SL = SB and (16a) with SL = SE into (51), after some calculating steps and utilizing [26, eq. 3.351.3] , the final expression for SOP can be derived as (25) .
Next, for Scene II, also with the help of [26, eq. 3.351.3] , and inserting (17b) and (16a) with SL = SE into (51), after some simplifications, the expression for SOP can be obtained as (26) .
APPENDIX C PROOF OF LEMMA 3
For Scene I, by inserting (16b) with SL = SB, SE, respectively into (28), (28) can be derived as 
and C 2 is given by 
With the help of [26, eq. 3.353 .5], J 2 is obtained as
Finally, by inserting (53) and (55) into (52), the final expression for Scene I of the ASC will be derived as (29).
For Scene II, by substituting (17b) and (16b) with SL = SB into (28), (28) can be 
Then, by substituting (57) into (28), the final expression for Scene II of ASC is shown as (30).
The proof is done.
APPENDIX D PROOF OF LEMMA 4
Again considering (40), for Scene I, (40) can be re-expressed as
and
Then, we obtain the asymptotic expressions for ω 1 and ω 2 . When γ SB → ∞, ln (1 + x) ≈ ln (x). As such, by utilizing [26, eq. 4.352 .1] and performing some algebraic manipulations to derive the asymptotic expression for ω 1 as (41a).
In order to obtain the asymptotic expression for ω 2 , we change the order of integration in (61) as
When γ SB → ∞, F γ SB (y) → 0. After applying some algebraic manipulations, the asymptotic expression for ω 2 is given by
By substituting (39a) into (63), ω 2 is finally derived as (41b). For Scene II, by replacing (39a) with (39b), the closed-form expressions for ω 3 and ω 4 will be, respectively, obtained. Taking ω 1 and ω 2 , ω 3 and ω 4 into (40) and (42), respectively, the asymptotic analysis for ASC will be derived.
